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CSS441 — Key Management and
Distribution Notes
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Figure 1: Number of Keys for Link and End-to-end Encryption; Lecture 19
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Figure 2: Decentralised Symmetric Key Distribution; Lecture 19
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Figure 3: Attack on KDC 1; Lecture 19
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Figure 4: Attack on KDC 2; Lecture 19
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Figure 5: Attack on KDC 3; Lecture 19
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Figure 6: Centralised vs Decentralised Key Distribution; Lecture 20

Key Management and Distribution 24 April 2016 3



Sirindhorn International Institute of Technology

CS55441

PUa 0

R o, v PUlIn,

OB k) & ERUGK) fs
Eaes( K, Do) N

Figure 7: Man-in-the-middle Attack; Lecture 20
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Figure 8: Public Key Authority; Lecture 20

PUest, PRk, s PUb

( o yer ,'f,», b)

@\UEFH Cb @
PUa Co - (Mo, T, 1D 00 f;téb

OL

Wi Com (PRt P

Figure 9: Certificate Authority; Lecture 20

Key Management and Distribution 24 April 2016



Sirindhorn International Institute of Technology CSS441

|- NEpa K

Cmr = IDsn'f“ DUQIT“T‘Q )>

1043 125A
e, . H))

R e L e (W)

Figure 10: Certificate Examples; Lecture 20
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Figure 11: Certificate Hierarchy; Lecture 20
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